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ADDITIONS:

ITEMS FOR INDIVIDUAL CONSIDERATION

Office of Emergency Management

4.

Briefing on critical system vulnerabilities and authorize Supplemental Agreement No. 1
to increase the service contract with West Shore Services, Inc. for immediate security
enhancements to address an imminent threat to public health and safety and to address
a reasonably unforeseen situation - Not to exceed $100,000, from $567,368 to
$667,368 - Financing: Current Funds (subject to appropriations)

Handgun Prohibition Notice for Meetings of Government Entities

"Pursuant to Section 30.06, Penal Code (trespass by license holder with a concealed handgun), a person
ficensed under Subchapter H, Chapter 411, Government Code (handgun licensing law), may not enter this
property with a concealed handgun.”

“De acuerdo con la seccién 30.06 del codigo penal (ingreso sin auforizacion de un fitular de una licencia con
una pistola oculta), una persona con licencia segun el subcapitulo h, capitulo 411, codigo del gobierno (ley
sobre licencias para portar pistolas), nopuede ingresar a esfa propiedad con unapistcla oculta."

"Pursuant to Section 30.07, Penal Code (trespass by license holder with an openly carried handgun), a person
licensed under Subchapter H, Chapter 411, Government Code (handgun licensing law), may not enter this
property with a handgun that is carried openly."

"De acuerdo con la seccion 30.07 del codigo penal (ingreso sin autorizacion de un titular de una licencia con
una pistola a la vista), una persona con licencia segun el subcapitulo h, capitulo 411, codigo del gobierno (ley
sobre licencias para portar pistolas), nopuede ingresar aestapropiedad con unapistola ala vista."






ADDENDUM ITEM # 4

KEY FOCUS AREA: Public Safety

AGENDA DATE: April 12, 2017

COUNCIL DISTRICT(S): All

DEPARTMENT: Office of Emergency Management
CMO: Eric Campbell, 670-3255
MAPSCO: N/A

SUBJECT

Briefing on critical system vulnerabilities and authorize Supplemental Agreement No. 1
to increase the service contract with West Shore Services, Inc. for immediate security
enhancements to address an imminent threat to public health and safety and to address
a reasonably unforeseen situation - Not to exceed $100,000, from $567,368 to
$667,368 - Financing: Current Funds (subject to appropriations)

BACKGROUND

On April 8,2017 at 11:42 p.m. an intrusion into the City’s outdoor warning siren system
unexpectedly activated and sounded sirens throughout the City. Staff attempted to
silence the system through appropriate measures which were unsuccessful. The
intrusion into the system continually sent alert messages to each of the individual sirens
to continuously sound until the system was fully disconnected from operation.

It has been determined that a security vulnerability in the system was exploited causing
complete loss of control over the system. Repeated messages sent by the intruder
countered all efforts to silence the system except to completely deactivate the system.

This Supplemental Agreement increases the value of the contract by $100,000 for
immediate security enhancements to the outdoor warning siren system following the
intrusion of the system on April 8, 2017.

This action does not encumber funds; the purpose of a service contract is to establish
firm pricing for services, for a specific term, which are ordered on an as needed basis.

This will provide immediate security enhancements and repair services for the City’s
outdoor warning siren system that currently consists of 156 sirens strategically located
throughout the City. The system alerts residents of approaching or existing hazardous
conditions throughout the City to ensure the widest possible coverage. Typically, the
outdoor warning siren system is used as a warning tool for a tornado or other
dangerous weather conditions, it is one of the primary means of emergency warnings
for Dallas residents and visitors for all types of hazards.



PRIOR ACTION/REVIEW (COUNCIL, BOARDS, COMMISSIONS)

On August 26, 2015, City Council authorized a six-year service contract, for preventive
maintenance and repair services for the City's outdoor warning siren system by
Resolution No. 15-1521.

On November 9, 2016, City Council authorized a six-year service contract, for
preventive maintenance and repair services for the City’s outdoor warning siren system
by Resolution No. 16-1798.

FISCAL INFORMATION

Current Funds - $100,000 (subject to appropriations)
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COUNCIL CHAMBER

April 12, 2017

WHEREAS, on April 8, 2017 an intrusion caused activation of the City’s outdoor
warning siren system; and

WHEREAS, immediate security enhancements are required to provide complete
restoration and functionality of the City’s outdoor warning siren system; and

WHEREAS, on August 26, 2015, City Council authorized a six-year service contract, for
preventive maintenance and repair services for the City's outdoor warning siren system
by Resolution No. 15-1521; and

WHEREAS, November 09, 2016, City Council authorized a six-year service contract, for
preventive maintenance and repair services for the City’s outdoor warning siren system
by Resolution No. 16-1798.

Now, Therefore,
BE IT RESOLVED BY THE CITY COUNCIL OF THE CITY OF DALLAS:

SECTION 1. The City Manager is hereby authorized to sign Supplemental Agreement
No. 1 with West Shore Services, Inc. (VS0000052434), approved as to form by the City
Attorney, for immediate security enhancements in an amount not to exceed $100,000,
increasing the service contract from $567,368 to $667,368. If the service was bid or
proposed on an as needed, unit price basis for performance of specified tasks, payment
to West Shore Services, Inc. shall be based only on the amount of the services directed
to be performed by the City and properly performed by West Shore Services, Inc. under
the contract.

SECTION 2. That the Chief Financial Officer is hereby authorized to disburse funds in
an amount not to exceed $100,000 (subject to appropriations) from Service Contract
No. MASCMGTFY2017SIRENCT.

SECTION 3. That this resolution shall take effect immediately from and after its
passage in accordance with the provisions of the Charter of the City of Dallas, and it is
accordingly so resolved.
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