Memorandum

Date

To

Subject

CITY OF DALLAS

September 19, 2008

Members of the Finance, Audit & Accountability Committee
Chair Mitchell Rasansky, Vice Chair Jerry R. Allen, Mayor Pro Tem Dr. Elba Garcia,
Vonciel Jones Hill, Angela Hunt, Ron Natinsky and David Neumann

Communications Related to the Financial Statement Audit

The Committee’s September 22" agenda includes the Subject briefing. Grant Thornton’s
Ben Kohnle will brief the Committee and his briefing materials are attached.

Should you require additional information, please let me know.
LT

David Cook

Chief Financial Officer

Attachment

C: Honorable Mayor & Members of the City Council
Mary K Suhm, City Manager
Tom Pérkins, Jr., City Attorney
Deborah Watkins, City Secretary
Craig Kinton, City Auditor
Ryan S. Evans, First Assistant City Manager
David O. Brown, Interim Assistant City Manager
Ramon Miguez, P.E., Assistant City Manager
Jill A. Jordan, P.E., Assistant City Manager
A.C. Gonzalez, Assistant City Manager
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Communications Related to the Audit

Results of financial statement audit



Results of financial statement audit

e Ungualified “clean” opinion

« Various internal control comments provided

 NoO scope limitations

 No unresolved audit issues

e Open and effective communication with management
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Communications Related to the Audit

Audit Adjustments identified during our audit



Material, corrected audit adjustments

— Adjusting entries to correct cash, investments, and
Investment income

— Depreciation expense impact relating to assets that
should have been placed in service In previous years

— Amortization of bond premium/discounts — effective
Interest rate method vs. previous method

— Grant revenue recorded as investment revenue
— Landfill liability calculation errors

— Investment income attributable to prior year recorded in
current year
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Material, corrected audit adjustments

— Adjustment to UHC account balance recorded for benefit
payments

— Customer deposits for real estate adjustments

— Adjustments recorded to increase allowance for doubtful
accounts for various receivables and reclassification
entry for bad debt expense

— Reclassification entry to correct current portion
calculation of accrued compensation absences
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Uncorrected audit adjustments

 The accompanying summary includes audit adjustments which
were not corrected by management

« Management believes these uncorrected adjustments are
Immaterial to the 2007 financial statements (but will be corrected
In 2008) and have made formal representations to us regarding
that fact (we concur with their conclusion)

* Uncorrected adjustments could be potentially material to future
financial statements
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Deficiencies In internal control over financial

reporting

* Implementation of Statement of Auditing Standards No. 112,
redefined evaluation and classification of internal control
deficiencies

* Material weaknesses (MW) and significant deficiencies (SD)
Include:

— Bank reconciliations (MW)

— Capital assets (MW)

— Amortization of bond premiums and discount (MW)
— Grant revenue reconciliation (SD)

— Landfill liability (SD)
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Deficiencies In internal control over financial

reporting

« Control deficiencies that are of a lesser magnitude than a significant
deficiency include the following:

— Investment income
— Other assets — claims deposit
— Customer deposits
— Accounts receivable/allowance
— Capital assets
— Vendor identification
— Access to critical spreadsheets
— IT security
o Status of prior year internal control findings:
* 9 of the 14 recommendations have been implemented

« 5 of the 14 recommendations were in process at end of our audit
fieldwork
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Overall quality of the City's accounting practices



Accounting policies

 No new significant accounting policies were adopted by
the City during fiscal year 2007
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Accounting estimates

e Sensitive accounting estimates

— Management records accruals for their self insurance plans
based on actuarial assumptions provided to the City.

— An allowance for doubtful receivables is provided based
upon management's judgment including such factors as
prior collection history, type of account, and/or nature of
activity.

— Estimates are made by management in recording the post-
closure liability for the landfill.

— We have performed tests to satisfy ourselves as to the
reasonableness of the self insurance accruals, allowance
for receivables and landfill liability.
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Financial statement disclosures

» \We have assessed the financial statement footnotes for
clarity and completeness.

e Footnote disclosures to the financial statements appear

overall to be neutral and free from undue management
bias.

© Grant Thornton LLP. All rights reserved. Communications Related to the Audit 13



&£ GrantThornton

Communications Related to the Audit

Other matters related to the financial statement audit



Other matters related to the audit

« There were no significant difficulties encountered in dealing
with management related to the audit.

 There were no disagreements with management about
matters that individually or in the aggregate could be
significant to the City’s financial statements or the auditor’s
report.

 NoO going concern issues were noted.

« We are not aware of management consulting with other
accountants about auditing or accounting matters.

« We will meet with the Committee on October 13, 2008 to
discuss the results of the Single Audit (OMB Circular A-133)
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Questions and Answers
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Accounts receivable /allowance

Observation

An important control to ensure that accounts receivable are propetly reported at their net realizable value
is the routine evaluation of the accounts to determine the collectibility of the amounts, and accordingly,
the appropriate allowance for uncollectible accounts that should be established. We noted that there is
no formal process to calculate and review this amount for all categories of receivables, and that in certain
instances where the amount was calculated, it appeared to be understated.

We also noted that the change in the allowance for doubtful accounts is not recorded as bad debt
expense in accordance with GAADP, but is treated as a reduction of current year revenue. Management

subsequently booked an entry to correctly record the bad debt expense.

Recommendation

We recommend that the City strengthen its process for the evaluation of the collectibility of accounts
receivable, including the determination and review of the appropriate amount for the allowance for
uncollectible accounts,

We also recommend that proper monitoring controls be put in place to ensure that the bad debt expense
recorded in the general ledger is accurately recorded and presented on the financial statements in

accordance with GAAD.

Management’s response

The Controller’s Office has developed accounts receivable and allowance for doubtful accounts training
for employees that work with these accounts. Deadlines have been established requiring all departments
to complete accounts receivable teconciliations and allowance for doubtful account calculations and send
documentation to the Controller’s Office two months after year-end for review and approval. For future
fiscal years, the Public Works and Transportation department will calculate the allowance for doubtful
amounts for the parking and red light recetvables rather than allowing the third party collection agency to
petform the caleulation. The documentation will be reviewed by the Controller’s Office for accuracy and
reasonableness. As‘more receivable accounts are added to the Pay 1 system, tracking collectons and
evaluating allowance for bad debt will be strengthened.

Capital assets

Observation

Duting our audit of the disposition of fixed assets for the governmental and business-type activities, we
noted that for certain fixed asset disposals selected for testing, we were unable to obtain supporting
documentation relating to the approval and authorization of the asset disposal.  In addition, we also
noted that there were no reviews in place over the system inputs relating to fixed asset additions. Some
of the assets recorded in the subsidiary ledger had incorrect useful lives which resulted in the depreciation
expense being computed incorrectly. Additionally, we noted that the reconciliation of the general ledger
to the underlying fixed asset subsidiary ledger included various reconciling items classified as
miscellaneous or un-located and that certain prior year reconciling items had not been updated in the
subsidiaty ledger. Unreconciled differences can lead to inaccurate reporting of fixed asset amounts and
depreciation expense on the financial statements.



Recommendation

We recommend that the City develop a formal process to document and maintain management’s
authorization, review and approval for all fixed asset disposals. We also recommend that the City
implement appropriate monitoring controls, such as review of the mputs to the fixed assets system by the
Controller’s office to ensure accuracy of the inputs in accordance with the City’s accounting policy.
Finally, we recommend that the reconciliation of the general ledger to the undetrlying fixed asset
subsidiary ledger be prepared and reviewed in a timely manner and that all reconciling items be properly
identified and resolved, as appropriate, to ensure accurate financial reporting,

Management’s response

Policies and procedures have been implemented which require all fixed asset transactions are
accompanied by sufficient documentation with management authorization ptior to being processed into
the subsidiary ledger.

Management agrees that inputs to the fixed assets system should be monitored. A control deficiency
within the accounting system was detected by management through monitoring data within the fixed
asset subsidiary ledger. This system issue was noted and immediately brought to the attention of the
external auditors. Management has already addressed this system issue and will continue to monitor.

Management will properly identify and resolve reconciling items and provide timely reconciliation of the
general ledger to the underlying fixed asset subsidiary ledger as recommended.

Vendor identification
Observation

During our disbursements testing, we noted that multiple identification numbers exist for the same
vendor. This was due to a number of reasons, including the names being spelled slightly different and
new identification numbers being created instead of using existing ones. No control exists to ensure that
the same vendor is not set up in the system more than once. This situation can increase the risk of
improprieties, complicate the process for review of vendors, and tesult in incotrect and/or incomplete
activity reports by vendor.

Recommendation

We recommend that a procedure be instituted and a control be established to eliminate duplicate
identification numbers for the same vendor. This should include reviewing vendor names for proper
spelling, verifying addresses, and implementing a more efficient process to look up a vendor number so
that new ones are not created when the vendor name cannot be located.

Management’s response

The City agrees to review the vendor records for duplicates based on matching names, addresses, and
other identifying critetia including tax identification numbers. Additionally, the Vendor Self Services
system allows vendors to register new accounts when existing accounts are not found. These records
may constitute some of the duplicate vendor records.

The City will review system functionality that creates new locations with different vendor numbers rather
than linking to existing vendors when possible. This will allow Purchasing to more closely monitor and
verify vendor information before a duplicate vendor or new location is added to the system. The City will
review the best approach to consolidating this information where possible.
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Access to critical spreadsheets

Observation

During our audit, we noted that access to some of the spreadsheets, which are critical to the preparation
of the CAFR, was not appropriately restricted to individuals within the Controller’s Office.

Recommendation

We recommend that access to spreadsheets and other documents that are used in the preparation of the
CAFR and other financial statements should be restricted to only those with a legitimate need for such
access in accordance with the principle of least-privilege. (This inclades any Microsoft Word documents
and portable document format (pdf) files used in the preparation of financial statement footnotes). We
recomnmend that the City take the following steps to restrict access to these files:

° Inventory all spreadsheets and other files used in the creation of the CAFR and other financial
statements.

®  Analyze the directory-level (NTFS) and share-level permissions configured on the directoties and
shares used to house the files on the nerwork.

¢ Remove all unnecessary access granted to users who do not have a valid business need to have access
to the directories and shares that house the files on the network.

¢ Review when an individual’s job responsibilities change and on a periodic basis, the individuals with
access to the shares and directories that house spreadsheets and other files used in the prepatation of
the financial statements. Doing so will ensure continued adherence to the principle of least-privilege.

Management’s response

CAFR files, including financial statements, notes to the financial statements, management’s discussion
and analysis, transmitral letter and statistical tables have been password protected for open and change
access. Only individuals in the Controller’s Office that directly prepate the CAFR have the password.

Position of security administration function within the organization promgtes objectivity

7

Observation

AMS System (AMS) and Lawson secutity administration duties ate petformed by employees within the
business departments that utilize them. This security organizational structure may result in a user of the
application performing both security administration activities as well as functional activities, which would
create a potential segregation of duties issue. For example, we found that the AMS security administrator
was performing fixed asset functions in addition to his daily duties. Additionally, the secutity group is
responsible for reviewing the appropriateness of uset access and roles that they provisioned. This review
function should be performed by management not by the security personnel granting the user access.

Recommendation

We recommend that management establish a centralized security group, objectively separate from
application business departments, that is responsible for the security administration of applications and
databases. In addition, a segregation of duties matrix should be established and maintained for key
financial cycles to ensure that access rights approved within each application ensure that duties continue
to be appropriately segregated and managed.
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